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Acceptable Use Policy 

This Acceptable Use Policy ("AUP") describes rules that apply to any party ("Customer") using any 

products and services ("Services") provided by Cloud Comrade Pte. Ltd. or any of its affiliates 

(collectively, " Cloud Comrade") and/or any user of any software application or service made available 

by Customer that interfaces with the Services ("End User"). The examples described in this AUP are 

not exhaustive. Customer is responsible for its End Users' compliance with this AUP. If Customer or 

any End User violates this AUP, Cloud Comrade may suspend or terminate Customer's use of the 

Services. This AUP may be updated by Cloud Comrade from time to time upon reasonable notice, 

which may be provided via Customer's account, e-mail, or by posting an updated version of this AUP 

on its website. 

 

No Inappropriate Content or Users 

Do not use the Services to transmit or store any content or communications (commercial or otherwise) 

that is illegal, harmful, unwanted, inappropriate, objectionable, confirmed to be criminal 

misinformation, or otherwise poses a threat to the public. This prohibition includes use of the Services 

by a hate group or content or communications that originate from a hate group or are exploitive, 

abusive, or hate speech. 

 

Prohibited Activities 

Do not use the Services to engage in or encourage any activity that is illegal, irresponsible, deceptive, 

harmful, violating others' rights, or harmful to Cloud Comrade's business operations or reputation, 

including: 

• Violations of Applicable Laws, regulations and/or industry standards 

Violating laws, regulations, governmental orders, or industry standards or guidance in any applicable 

jurisdiction (collectively, “Applicable Laws”). This includes violating Applicable Laws requiring (a) 

consent be obtained prior to transmitting, recording, collecting, or monitoring data or 

communications or (b) compliance with opt-out requests for any data or communications. 

• Interference with the Services 

Interfering with or otherwise negatively impacting any aspect of the Services or any third-party 

networks that are linked to the Services. 

• Distribution of advertisement delivery software 

 

Unauthorised distribution of advertisement delivery software, in any form, without user consent with 

clear and conspicuous notice of the nature of the software, and which can also be easily removed 

using standard tools included on major operating systems. 

 

• Conduct likely to result in retaliation or adverse action  

 

Conduct likely to result in retaliation or adverse action against Cloud Comrade or its services, network, 

website or representatives (including resulting in listing of Cloud Comrade on an abuse database). 

 

• Intellectual property and confidential or proprietary information 
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Infringing or misappropriating intellectual property, or confidential or proprietary information; 

• Offensive behaviour 

Publishing, transmitting or storing on or via the Services content or links to content that Cloud 

Comrade reasonably believes relates in any manner to harassing content or hate speech, violating a 

person’s privacy, is malicious or morally repugnant. 

• Reverse engineering  

Reverse engineering, copying, disassembling, or decompiling the Services, except where explicitly 

permitted by license. 

• Falsification of identity or origin  

Creating a false identity or any attempt to cloak the identity or contact information, and/or mislead 

others as to the identity of the sender or the origin of any data or communications. 

 

No Service integrity violations 

Do not violate or attempt to violate the integrity of the Services, including: 

• Bypassing Service limitations  

Attempting to bypass, exploit, defeat, or disable limitations or restrictions placed on the Services. 

Using any Cloud Comrade provided shared system in a way that unnecessarily interferes with the 

normal operation of the shared system, or consumes a disproportionate share of system resources. 

• Disabling or disruption to the Services  

Any denial of service (DoS) attack on the Services or any other conduct that attempts to disrupt, 

disable, or overload the Services. 

• Harmful code  

Intentional, knowing, or reckless introduction, use or transmission of code, files, scripts, agents, or 

programs intended to do harm, including viruses or malware, to gain access to or use the Services in 

a way or manner inconsistent with our Terms of Service.  

• Unauthorised access  

Attempting to gain unauthorised access to the Services. 

• Unauthorised actions / interference with networks, data or traffic 

Unauthorized access to, monitoring or use of, or interference with an internet account, computer, 

systems, networks, data or traffic. Conduct violating rules and conventions of any domain registrar, 

email service, or forum used in conjunction with Cloud Comrade’s Services or network (including using 

false, misleading or deceptive TCP-IP packet header information in an email or newsgroup posting). 

 

Security vulnerabilities 

Whilst we encourage the discovery and responsible disclosure of vulnerabilities, exploitation of the 

Services, attempts to bypass any security mechanism or filtering capabilities, acts which violate any 
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other provision of the AUP, or acts that may expose Cloud Comrade to security vulnerability are 

prohibited.  

No high risk uses 

Customer may only use the Services for commercial purposes; and Customer shall not use the Services 

in any situation where failure or fault of the Services could lead to death or serious bodily injury of any 

person, or to physical or environmental damage. 

Customer provided licenses and support 

Customer shall comply with the applicable license terms governing use of any open-source software 

or third party software provided by Cloud Comrade. If Customer uses any non-Cloud Comrade 

provided software on the Customer configuration or environment, then Customer represents and 

warrants that Customer shall maintain: (i) the legal right to use the software; and (ii) as applicable to 

the Services, adequate original software vendor support (or similar authorized support) permitting 

Cloud Comrade to perform any installation, patching, upgrades, or management which Cloud 

Comrade has agreed to provide. On Cloud Comrade’s request, Customer shall sufficiently certify in 

writing (or, as reasonably requested, evidence) that Customer is in compliance with this section and 

any other license or support obligations under the relevant agreement. If Customer fails to certify 

licensing or support as requested, Cloud Comrade may charge Customer its standard fee for licensed 

use of the software, until the required certification is provided. 

Cooperation with investigations and proceedings 

Customer agrees Cloud Comrade may permit a relevant authority to inspect Customer’s content or 

traffic if Cloud Comrade is legally required to do so, provided Cloud Comrade gives Customer 

reasonable prior notice (where permitted by applicable law and regulation). Cloud Comrade may 

report to appropriate authorities any Customer conduct Cloud Comrade believes violates any 

Applicable Laws, without notice to Customer (including providing any information about Customer, its 

users, or traffic). Cloud Comrade may cooperate in response to a formal request from a law 

enforcement or regulatory agency investigating conduct Cloud Comrade believes violates any 

Applicable Laws, or in a civil action that on its face meets the requirements for such a request. 

Customer shall fully cooperate with Cloud Comrade’s reasonable investigation and resolution of any 

suspected breach of the relevant agreement. 

 

Data safeguards 

Customer is responsible for determining whether the Services offer appropriate safeguards for 

Customer's use of the Services, including, but not limited to, any safeguards required by Applicable 

Laws, prior to transmitting or processing, or prior to permitting End Users to transmit or process, any 

data or communications via the Services. 

 

Violations of this AUP 

Violations of this AUP may be reported to abuse@sttelemedia.cloud. Customer agrees to immediately 

report any violation of this AUP to Cloud Comrade and provide full cooperation, as requested by Cloud 

Comrade, to investigate and/or remedy that violation. 


